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1. Disclaimer &

Confidentiality Notice

workvivo

The information contained in these documents
is confidential, privileged and only for the
information of the intended recipient and may
not be used, published or redistributed without
the prior written consent of Workvivo Ltd.

The opinions expressed are in good faith and
while every care has been taken in preparing
these documents, Workvivo makes no
representations and gives no warranties of
whatever nature in respect of these documents,
including but not limited to the accuracy or
completeness of any information, facts and/or
opinions contained therein.

Workvivo Ltd, its subsidiaries, the directors,
employees and agents cannot be held liable
for the use of and reliance of the opinions,
estimates, forecasts and findings in these
documents.






R\

2. Executive Summary

workvivo

This document provides guidelines on how

to configure Workvivo to authenticate via
Single Sign On (SSO) using Okta as the
identity provider (IdP) solution in a SAML2
SSO configuration. The information contained
in this document is intended as a guideline
only — there may be significant differences in
any given Okta configuration that require a
different approach to be taken.



-

Create a
New Application




3. Create a New Application

Q Search people, apps Jordan workvivo-org-705034 Help and Support  Sign out

5
okta ik My Applications &)

22 Applications @ Help

The ﬁrgt step |§ to.create a new I——
Workvivo Application.

From the Okta Admin console, O e Y

go to Applications.
Click “Add Application” on the top left

A\ workvivo :



Select “Create New App”

@ 30 days leftinyour tial. | Contact Sales!

P ——)

J.Jordan - woy Help and Support

Qse ple, apps
okta Get Started '} My Applications @

B

% Add Application % Add Application
BlrBCDEFGHIJKLMNOPQRSTUVWXYZ Create a New Application Integration x
Okca Verlfled v SAML
=
Create New App el
"Apps you created (0) — v Sign on method () Secure Web Authentication (SWA)
- 100001 0 " 0

INTEGRATION PROPERTIES ]

— C—

Supports SAML AML ) OpeniD Connec

@ samL20

Supports Provisioning @ 10kt Connector by Aquera

CATEGORIES

Al 6549 . v Al - esi |
RE | Cone vsun i g

Application Delivery Controllers 2

Apps For Good n

crM 162 m o o o fai

CRM, Sales, Marketing 184
Collaboration 893
P g TPasswordBusiness
Consumer 263 Okta Verified v Pr Add 1Password

Create your new application integration. Give your new application a name

Select: and provide a logo if you wish.

e \Web as the platform
e SAML 2.0 as Sign on method

Click “Create”

N\ workvivo
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Q search people,

okta Dashboar

i} Create SAML Integration

apps

o General Settings

n General Settings

workvivo

App name

App loga (opt

App visibility

@ 30 days left in your tral.

Work
Browse.
Upload Logo
Do not display application icon to users
Do not display application icon in the Okta Mobile app

Help and Support  Sign out

Your Workvivo contact will provide you with

e the below information to set-up SAML

ACS URL: https:/[companyname].
workvivo.com/saml/acs

Entity ID: https:/[companyname].
workvivo.com/saml/metadata

Name ID Format: EmailAdress

Application username: Email
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(@® 30 days left in your trial. Contact Sales

Q Search people, apps

okta

=3 Create SAML Integration

General Settings

o SAML Settings

GENERAL

J. Jordan

Applications

© confioure same

Single sign on URL @

[/] Use this for Recipient URL and Destination URL

[] Allow this app to

request other SO URLs

Audience URI (SP Entity ID) €

Default RelayState €

Name ID format @ I EmailAddress
Application username @ | Email
Update application username on Create and update

ATTRIBUTE STATEMENTS (OPT

You can test the SAML configuration by
choosing to Preview the SAML Assertion.

Once complete please select “Next”

N\ workvivo

Show Advanced Settings

Help and Support

My Applications @

Feedback

What does this form do?

Wher do I find the info this form needs?

Okta Certificate

&, Download Okta Certificate

ATTRIBL

Name

Add Another

ROUP ATTRIBUTE STATEI

Name

Add Another

TATEMENTS (O

IONAL)

Name format (opt

Unspecified

ENTS [OPTIONAL)

Name format (optio

Unspecified

-

v

Value

Filter

Starts with

L4

LEARN MORE

<> Preview the SAML Assertior

e Preview the SAML assertion generated from the information above

Previous Cancel
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I COI I l plete Set p (@ 30 days leftin your trial. Contact Sales
= u
: Q Search people, apps workvi 3-705034 Help and Support  Sign out

Okta. -GetStarleﬂ y  Dashboarc directory Applications ~ Security Norkflow Reports My Applications @

£22 Applications @ Help

You will need to send the following information to
your Workvivo contact: —

J Idehtity Provider Single Sign-On URL _ g @ | 5~

e |dentity Provider Issuer:
e X.5009 Certificate

To get this information simply go to Applications,
select the new Workvivo application you have
created, open the Sign On tab and click

“View Setup Instructions”
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@ 30 days left in your tral. 5 (@© 30 days left in your trial.

Q Search people, apps J.Jordan - workvivo-org-705034 Help and Support  Sign out

Applications & r 5 My Applications @

How to Configure SAML 2.0 for Workvivo Application

Workvivo
@ The following is needed to configure Workvivo
Active + | ViewLogs

@ 1dentity Provider Single Sign-On URL:

e e s el f_
Abou

@ 1dentity Provider Issuer:

Sign On

Settings Edit

Configure profile mapping e X509 Centificate:
Application Username

BEGIN CERTIFICATE

Default Relay State

SAML 2.0 s not canfigured until you complete the setup instructions.

Vi tup Instru

Identity Provider metadata is available if this application supports dynamic configuration.

CREDENTIALS DETAILS

workvivo
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5. Testing SSO with Workvivo

The final step is to set-up the

Sign On Policy for the Workvivo
application. You can choose to grant
all users access to the application or
limit this to a specific group:

SAML20s

until you

View Setup Instructions

Identity Provider metadata is available ifthis application supports dynamic configuration.

CREDENTIALS DETAILS

Application username format

Emal
Create and update C Update Now
2
Sign On Policy
Sign On Poliey
© AddRule
Priorty  Rulename Sttws  Actions
1 Default sign on rule Active  Noteditable
'CONDITIONS. ACTIONS

A User assigned this app

9 Anywhere

=]

Any client

9 Any

QSeachpeo;  App Sign On Rule

Rule Name

#  Alow access

@ 30 daysfeftinyourtrsl. 1 Conmer Sales |

Rule Friority

Disable rule.
@ CONDITIONS
A PEOPLE
| Who does this rule apply 7

Settings

9 LocaTioN

¥ the user s located;
© Anywhere
Ir Zone

Notin Zone
[b cuent

Note: The user-agent fro
If the user' platform is any of these:
@ ios
@ ancrog

8 Other moble (e.g. BlackBerry)

Windows
8 macos

8 Other desktop (2. Linux)

m the access req|

Tae following groups and users:

juest s used to evaluate the client access policy sp

1 About client access rules

ified below
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Verify SSO between
Okta and Workvivo
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0. Verlfy SSO between To test that SSO has been

’ configured correctly:
Okta and Workvivo S
e Open the single sign-on URL for

Workvivo in your browser and you
\ | should be automatically redirected to

\ the Okta sign-in page.
e Enter your sign-in credentials.
e Once authenticated, you should be

automatically redirected back to the
Workvivo app.

N\ workvivo
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