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1. Disclaimer &

Confidentiality Notice
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The information contained in these documents
is confidential, privileged and only for the
information of the intended recipient and may
not be used, published or redistributed without
the prior written consent of Workvivo Ltd.

The opinions expressed are in good faith and
while every care has been taken in preparing
these documents, Workvivo makes no
representations and gives no warranties of
whatever nature in respect of these documents,
including but not limited to the accuracy or
completeness of any information, facts and/or
opinions contained therein.

Workvivo Ltd, its subsidiaries, the directors,
employees and agents cannot be held liable
for the use of and reliance of the opinions,
estimates, forecasts and findings in these
documents.
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2. Executive Summary
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This document provides guidelines on how to
configure Workvivo to authenticate via Single
Sign On (SSO) using Google G Suite as the
identity provider (IdP) solution in a SAML2
SSO configuration. The information contained
in this document is intended as a guideline
only — there may be significant differences in
any given G Suite configuration that require a
different approach to be taken.
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3. Set up Workvivo as
a Custom SAML App

The first step to configuring Workvivo in
G Suite is to add it as a custom app.

workvivo

Step 1

From the G Suite Admin console Home page,
go to Apps and then Web & Mobile Apps.

Click Add + at the bottom right and the Step 1
screen appears. Select “Add Custom SAML App”.

X  Add custom SAML app

© 4epdetaits — @) Google Identity Provider deta © service provider details — @) Attribute mapping
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Step 2 Step 3

Select Option 1 Download |dp metadata and send Your Workvivo contact will provide you with the below information:
the following to your Workvivo point of contact:
o =5 O I i

o —EtiEeTD)

*_-Certificate

e ACS URL: https:/[companyname].workvivo.com/saml/acs

e Entity ID: https:/[companyname].workvivo.com/saml/metadata
e Name |ID: Basic Information, Primary Email

e Name ID Format: Email

X  Add custom SAML app

@ sopdetails @ Google dentity Provider detail: - ) Service provider details ()

Download the certificate by clicking “Download™.

Click *Continue” to move to Step 3.

ingle sign on, add service provider details such as ACS URL and entity ID. Learn more

Name ID

Defines the naming format supported by the identity provider. Leam more
EMAIL

Basic Information > Primary email

BACK CANCEL CONTINUE

N workvivo Click “Continue” to move to Step 4. 9



Step 4

Create a new mapping for Email to Basic
Information, Primary Email. Click “Finish”.

X  Add custom SAML app

° App details ° Google Identity Provider detail¢ o Service provider details ° Attribute mapping

Attributes
Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes
Basic Information >

Primary email =

Email X

ADD MAPPING

BACK

CANCEL FINISH
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4. Setting up SSO with SAML

Apps > Web and mobile apps > WorkvivoTest

SAML User access

To make the managed app available to select users, choose a group or organizational unit. Learn more

") WorkvivoTest View details

The final step is to turn the app on for all employees.

(2 TEST SAML LOGIN

T — Service provider details v

F ro m t.k] e Ad m i n C O n S O I e H O m e p a g e, g O to A p p S B g::'g(\l:f;eﬂzli 6-15-103611_SAML2_0 :‘(‘:[?SURL workvivo. | 5(’:‘[;? " workvivo.
and then Web & Mobile Apps and select your new
Workvivo SAML app. e s e s i s ’

Email
Basic Information > Primary email

Click to expand the panel on the top right.

To apply settings for all users, check the ‘ON for
everyone’ radio button and then click “Save”.

Apps > Web and mobile apps > WorkvivoTest > Service Status

. Showing settings for users in all organizational units
WorkvivoTest

To apply settings to individual organisational units, :

sers i

Service status

select the relevant organisational unit that contains - S
the users whose settings you want to change from | | SO—
the list on the left hand side. To change the setting, — o

select On or Off.
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5. Testing SSO with Workvivo

To test that SSO has been configured correctly:

e QOpen the single sign-on URL for Workvivo in your
browser and you should be automatically redirected
to the Google sign-in page.

e Enter your sign-in credentials.

e Once authenticated, you should be automatically
redirected back to the Workvivo app.
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